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Add PDCP header Deciphering
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Phishing Website
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Victim clicks on the
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Your network has been breached and all data were encrypted.
Personal data, financial reports and important documents are ready to
disclose.

To decrypt all the data and to prevent exfiltrated files to be disclosed at
http://hiveleakdbtnp7eulyhis2eagbcbtycIxwiez/1gyowc3dgdZnekazyd. onlon/

you will need to purchase our decryption software.

Please contact our sales department at:

http://hivecustévhekztbggdnkksbducehgacge3ddij3gyrrpdp57zog3oogd. onion/

Login:
Password:

xlvZHAXDf poW
xvsXdTVFucuDKUWA 177

To get an access to .onion websites download and install Tor Browser at:
https://www.torproject.org/ (Tor Browser is not related to us)

Follow the guidelines below to avoid losing your data:

- Do not modify, rename or de Your data will be
undecryptable.

Do not modify or
Do not report to the Police,
They simply won't allow you

- Do not hire a recovery company.

lete * Key.21kS5p Tiles.
rename encrypted files. You will lose them.

to pay. As a result you will lose everything.
They can't decrypt without the key.

They also don't care about your business. They believe that they are

good negotiators, but it is not. They usually fail. So speak for yourself.
- Do not reject to purchase. Exfiltrated files will be publicly disclosed.

Il be raised on

' 00:47:55

FBI, etc. They don't care about your business.

will be lost on
' 00:47:55

2 Left

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

[l Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

W Also, if you don't pay in 7 days, you won't be able to recover your files forever.
il We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do [ Pay?

M Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PR s W smdsss ibm Pl o sas

= = Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE

12t9¥DPgwueZ9NyMgw519pTAABisjré SMw
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SHRENERNEmE (Poor Code Quality)
>R IBE L (Code Tampering)






) RENHS

=
)
K5

20%
B O]

60%
EN RNl

15%
AR

(Doxware)

WERNEES—TEEDEEE - DUNER
BLROXHREBERSESE  BXRE
EYNEE(EEENEBEE) A B
B EZEMEERAAER -H
et - mERNEHEHEESEE
HWBEEKE -

ERIENHESEE  NEXEENK
DRUESR - BRREEXNESRINERE
il AMEMEREZRENES -
RILBEREIRE R ST RV TE

FEZEMLEREZ TR RN ERKIT
RE BTSSR BERERRA
B - FEBLUEIR BRI E R

TEZHERNNKEEEMEE - BER
REABMPNERKENENLE - M
iRz EHERMERES - BER
EEXNEESBRINERAINE

O
F—
xkk*
* kK
Uy






B 75 8 FH {4 5F8R (Business Email Compromise, BEC)

Step 1: Research

Step 9: Provide bank details ‘ Step 2. Identify a target

BEC Attack l

Step 10: Money transferred

Structure
Step 8: Avoid follow-up / Step 3: Build a persona
Step 7: Isolate the victim \ Step 4: Identify a victim
Step 6:Personalize the email Step 5: Spoof the email

Bogus Invoice

Schemes |

CEO Fraud

Account Compromise

Types of
BEC

Attacks

N\ Attorney

Impersonation

) Data Theft
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SOCIAL ENGINEERING TACTICS

YOUR DATA IS AT RISK EVERYDAY THROUGH SOCIAL ENGINEERING ATTACKS.

l WHY S[](lnl" HACKING A HUMAN IS MUCH EASIER

ENGINEERING @ THAN HACKING A BUSINESS.
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